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Abstract— A family of biorthogonal wavelet filters for
digital watermarking application is presented here. The
filters are explicitly parametrized by two free parameters
and can be used to provide diversity in watermarking.
Diversity can be used to improve the security of the wa-
termarking system from hostile attacks. Each filter has at
least two vanishing momenis which is important for en-
suring sorme degree of smoothness in the resulting wavelet
function.

I. INTRODUCTION

The recent rapid growth of research activity in digital
watermarking is largely due to the need for efficient and
effective copyright protection in this age where multime-
dia data disseminate quickly through the internet. Nu-
merous watermarking techniques have been proposed in
the research literature, each with its own advantages and
disadvantages. Some of the more promising techniques
are based on the use of the wavelet transform, which
has been succesfully applied in many other areas of sig-
nal processing, most notably in image compression as
seen by its adoption in several international standards.

Most wavelet based watermarking schemes proposed
in the literature differ in the strategy used to embed the
watermarks into the wavelet coefficents. Most authors
do not give much attention to the type of wavelets used.
Recently, however, some authors have started to lock at
aspects of the wavelet transform in the watermarking
system. In [1], Meerwald and Uhl proposed diversity as
a way to improve the security of the watermarking sys-
tem. By using a secret wavelet filter from a sufficiently
large family of filters, the watermark is more able to
withstand hostile attacks. Even though the watermark-
ing algorithm is known, the lack of knowledge of the
key (the parameter that determines the secret wavelet)
mekes it more difficult for the attacker to mount a suc-
cessful attack. This wavelet diversity method was also
considered recently by Wang et. al. [2] as a way to thwart
the attempts of counterfeiters. The wavelets considered
in (1] and [2] are of the orthonormal types. There are no
vanishing moments in the wavelets (which is the prin-
cipal mechnism to achieve regularity) in both [1] and
[2]. In [2], each time a different secret filter is needed, a
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spectral factorization needs to be performed. In [1] the
parametrization is implicit and the filter coefficients are
computed by using recursive equations.

In this paper we present a new family of biorthogonal
wavelet filters for use in watermarking. The coefficients
are explicitly parametrized by two variables, can be com-
puted easily and provide filter diversity. Two vanishing
moments are structurally imposed in each filter, which
guarantees some degree of smoothness. The filters are
applied in the image watermarking scheme proposed by
Kim and Moon [3] and tested for robustness and secu-
rity. To our knowledge, this is the first reported work
on diversity using biorthogonal filters.

II. Two PARAMETER FAMILY Or WAVELET FILTERS

The family of wavelet filters in this paper is ob-
tained by generalizing the '9/7 pair of CDF (Cohen,
Daubechies and Feauveau) [4]. The CDF ’9/7’ pair
is perhaps the most well known wavelet and has been
adopted in the FBI fingerprint compression standard
and also in the new JPEG2000 standard. The CDF
’9/7 pair is obtained by factorizing the length 16 La-
grange Halfband Filter which has a maximum number of
zeros at z = —1, ie. maximum number of vanishing mo-
ments. In the previous work reported in [5] the number
of vanishing moments was reduced and this introduced
some degrees of freedom. The two degrees of freedom
introduced allowed filters with binary coefficients (num-
bers of the form k/2% where k and a are integers) to
be obtained (the original CDF '9/7 filters coefficients
are irrational}. The two degrees of freedom was however
eventually reduced to one degree because.of the require-
ment of binary coefficients and a one parameter family
of binary coefficient filters was developed in [5]. In this
paper however the filters coefficients are not restricted
to be binary so we have a truly two parameter family
of filters. The details of the derivation of the filters are
available in [3] and we shall only present the final results
here.

The analysis and synthesis low-pass filters are denoted
by Hp and Fp respectively and are of length 9 and 7
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respectively. The analysis and synthesis high-pass fil-
ters are denoted by H; and Fi respectively and are
obtained by quadrature mirroring the low-pass filters;
Hi(z) = 27 Fy(—=z), Fi(z) = zHp(—z). The filters
Hy{z) and Fy(z) in the family are given by:

Holz) = ho+hi(z+z278)+h(2®+279)
+ B2 e b Ry 2 (0
Fo(2) = fotfhlz+z )+ R(z2+277)
+ ha(z®+27%) (2)
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The coefficients are parametrized by the two free pa-
rameters o and 8. Both filters have at least 2 vanishing
moments each regardless of the values of & and 3. Set-
ting

2/3
15 (10 + 3+/15)1/3
+ (35(1o+3\/ﬁ))1f3) ~ —1.6848 (3)
@ = f-1 ~ —0.6848 (4)

gives the '9/7 filter pair of CDF. The two parameter
family presented above can be used to provide diversity
in watermarking application to improve its security.

In comparison, the filters considered in [1] are a two
parameter orthonormal family of length 6 wavelet filters
obtained using the result of Schneid [6]. The coefficients
are not explicitly parametrized and are computed us-
ing recursive equations. The free parameters are argu-
ments of sine and cosine functions. Hence its effective
values are restricted to (—m, 7). However we found that
the practical range is (0, ) as the negative range gives
filters which are identical to the filters in the positive
range. Finally no zero moment conditions were explic-
ity imposed. On the other hand, the biorthogonal filters
in (1) and (2) are explicitly parametrized, have at least
2 vanishing moments and do not have any limits to their
parameter range.

As a measure of the smoothness of the wavelets, we
shall employ a measure that is similar to the second-
order local variation proposed in [1). Let gt/ (n) de-
note the equivalent .J level iterated filter bank impulse
response of the bandpass channel {approximately the
shape of the corresponding wavelet function {¢)) and
let L denote the fength of ¢t (n). The smoothness mea-
sure we employ is given by:

=13 |0 - gD - 1)+ 0D -2 5)

The difference bétween {5) and the measure in [1] is the
normalization factor in the former. The normalization
allows wavelets filters with different lengths to be com-
pared on an equal footing.

I11. WAVELET BASED WATERMARKING

The technigue used in this paper to embed watermark
information is based on that presented by Kim and Moon
[3]. It extends upon the the work of Cox et. al. [7]
where watermarks were embedded in DCT coefficients
and Xia et. al. [8] where watermarks were embedded in
the coefficients of all but the low frequency subband of a
discrete wavelet transform (DWT). Taking advantage of
the fact that frequency domain watermarking methods
are robust to noise and common image processing, Kim'’s
technique embeds the watermark in perceptually signifi-
cant coefficients of a DWT. Consequently, robustness to
attacks is increased as is the watermark invisibility.

The watermark X,, is a Gaussian distributed random
vector, generated using the Box-Muller transform, This
was then normalised to between -0.5 and 0.5.

The watermark insertion process begins by perform-
ing the DWT of the original image. For each level (n)
of wavelet decompesition a threshold is calculated to de-
termine perceptually significant coefficients. After first
finding the largest coefficient C,, from the high-pass sub-
bands (HL,, LH,,, HH,), the threshold for a given level

T, }is given b;
(Tn )isg Y T, = 9llog; Cn) -1

We also performed this function for the low frequency
subband (LL).

The watermark is then embedded into coefficients

above the threshold in the following manner:
Vi =V, + oV X,

where V, is the original wavelet coefficient, X, is the
watermark and V! is the watermarked coefficient. The
scaling factor « for each decomposition level is predeter-
mined. We used o = 0.01 for LL and « = 0.01 for the
high frequency subbands at all decomposition levels, to
avoid visual artifacts. The strength of the watermark is
thus dependent on the scaling factor and the amplitude
of the respective coefficients. The inverse DWT is then
performed to obtain the watermarked image.
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The watermark extraction is essentially the reverse of
the insertion process. The DWTs of the original and wa-
termarked images are first performed. The watermark
is then obtained by subtracting the original image coef-
ficients from the watermarked image coeflicients.

The presence of the watermark is then evaluated based
on the similarity between the extracted and original wa-
termarks. The normalised similarity is given by

where X is the original watermark and X* is the ex-
tracted watermark.

IV. RESULTS

In our simulations a J = 4 level wevelet decomposition
was used. To ensure sufficient smoothness in the wavelet,
a threshold value of Sinresnota = 0.06 was used, ie. only
wavelets with § < Sipreshatg were considered for use in
the watermarking process.

Figure 1 (top) shows the parameter space of the 9/7
biorthogonal family and regions that yield sufficiently
smooth wavelets filters. Figure 1 (bottom) shows the
corresponding parameter space and regions of smooth
filters for the length 6 orthonormal family of wavelets
that was used in [1].

Figure 2 shows the robustness of the wavelet filters
subject to varying levels of JPEG compression attacks.
Figure 3 show the corresponding robustness subject to
varying levels of JPEG2000 attacks. The results in both
attacks represent an average result from a set of smooth
filters in the parameter space. Both sets of filters have
comparable levels of robustness.

To test the security of the wavelet filters, a set of filters
(within each family) with sufficient diversity was used.
We found that we could obtain around 6200 pairs of
filters with sufficient smoothness and diversity within
the key space in Figure 1 (top) for the 9/7 biorthogonal
family. For the length 6 orthonormal family arcund 5800
pairs of filters within the key space in Figure 1 (bottom)
could be found.

To assess the level of security, one filter (unknown to
unauthorised persons) is used to embed the watermark
and test were performed to see if other filters could be
used to extract the watermark. Figure 4 is a typical re-
sult, showing the similarity measure when extracting the
watermarks with different filters in the %/7 family. Fig-
ure 5 shows a corresponding result for the orthonormal
family. In both cases, we see that most filters are unable
to give a large enough measure to indicate the presence
of the watermark. In other words, without knowing the
actual filter used in the embedding process, it would be
difficult for unauthorised persons to extract the water-
mark. If, for example, we seleci a detection threshold

to be 50% of the maximum similarity value (obtained
using the embedding filter), it can be seen that the two
filter families produce similar levels of security. In this
instance, the biorthogonal wavelet filter would produce
three false positives and the orthonormal wavelet family
would produce two. The significance of such false pos-
itives is application dependent. As such, the detection
threshold can be set accordingly.

V. CONCLUSION

A new family of biorthogonal of wavelet filters was
presented here. The filters are explicitly parametrized
by two free parameters and have in-built two vanishing
moments to ensure some degree of regularity. The fil-
ters can provide diversity in watermarking applications
which can improve the security from hostile attacks. The
filters were found to be sufficiently robust against JPEG
and JPEG2000 compression attacks. The biorthogonal
family of filters presented here has a comparable level of
diversity compared to the length 6 orthonormal family.

Future work in this area will include testing the filters
with other wavelet based watermarking schemes that
might incorporate the characteristics of the human vi-
sual system. More comprehensive testing to determine
robustness under a wider range of atstacks will also be
performed.
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Fig. 3. Robustness testing result under JPEG2000 compression
attacks. BO family - 9/7 biorthogonal wavelets; O family -
length 6 orthonormal wavelets; CDF - CDF 8/7 pair; D6 -
Daubechies length 6 wavelet.
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Fig. 4. Security testing of the 9/7 biorthogonal wavelet filters.
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Fig. 2. Robustness testing result under JPEG compression at-

tacks. BO family - 9/7 biorthogonal wavelets; O family - s 0 S
length 6 orthonormal wavelets; CDF - CDF 9/7 pair; D6 -
Daubechies length 6 wavelet. Fig. 5. Security testing of the length 6 orthonormal wavelet filters.
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